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Email security baseline
Seven basics for every small business email account

Business: Date:

MFA for every user. Turn on multi-factor authentication for all accounts.

MFA for admins. Multi-factor authentication matters most on admin accounts.

Block legacy sign-in. Most compromising sign-in attempts come from legacy
authentication, which can’t use MFA.

Read your DMARC reports. Start at p=none with reporting and find the senders
you forgot.

Offboard properly. Suspend leavers’ accounts, change shared passwords and
delegate the mailbox.

Keep a separate emergency admin account with strong MFA.

Check retention and backup. Deleted mail is not kept forever; decide whether
you need an archive or third-party backup.
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